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Agenda 
 

I. Approval of February 19, 2015 Minutes Action 
 

 

II. Managing and Governing Information Security -  Information 
Dr. Jack McCoy (IT Security Officer) and  
Mr. Don Sweet (Chief Information Officer)  

 

 

III. Enterprise Risk Management Report - Mr. Tim Wiseman  
 

A. ERM Update - Information Paper Information 
 

B. Review of FY 12 - 13 Risk Trends  Information 
 

C. Review of FY 14 - 15 Risk Survey Results  Information 
 

 

IV. Internal Audit Report – Ms. Stacie Tronto 
 

A. Dashboard Information 
 

B. Annual Audit Plan Revision Action 
 

 

V. Other Business 
 

 

VI. Closed Session 
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The Audit Committee of the ECU Board of Trustees met in regular session on February 19, 2015 at 8:30am in 
Mendenhall Student Center on the campus of East Carolina University.  Committee members present included 
Mark Copeland (Chair), Carol Mabe, and Terry Yeargan.  Committee members absent were Robert Brinkley and 
Danny Scott. 
 
Other board members present included Bob Plybon, Jake Srednicki, and Debra Davis 
 
Others present included Chancellor Steve Ballard, Rick Niswander, Phyllis Horns, Ron Mitchelson, Donna 
Payne, Chris Locklear, Tim Wiseman, Ken DeVille, Norma Epley, Hiromi Sanders, Dan Sweat, Brian Jowers, 
Mike Van Scott,  Amanda Danielson, Stacie Tronto, Wayne Poole 
 
Mark Copeland, Chair of the Audit Committee, convened the meeting at 8:30AM.  Mr. Copeland read the conflict 
of interest provisions as required by the State Government Ethics Act.  Mr. Copeland asked if anyone would like 
to declare or report an actual or perceived conflict of interest.  Hearing none, he asked for the approval of the 
minutes of the November 20, 2014 audit committee meeting.   
 
Action Item:  The minutes of the November 20, 2014 audit committee meeting were approved with no changes. 
 
Mr. Tim Wiseman provided the Enterprise Risk Management (ERM) update.   
Mr. Wiseman updated the committee on the University Youth Programs Task Force that he is co-chairing.  The 
Task Force has completed its work and will be recommending to Executive Council on how to move forward 
with implementing recommendations from Internal Audit.   
 
Mr. Wiseman commented on the Athletics Summer Camps. This summer was the first time Athletics utilized the 
new model for Athletic camps.  Per Mr. Wiseman the after action review has been positive and need to make a 
few tweaks but overall the new model is working well. 

Mr. Wiseman stated that the ERM Risk Survey and “Top Risk” review has started, and he will update the 
committee with the results hopefully at the April committee meeting. 

Mr. Wiseman noted that he has seen an increased interest in ERM and gave two examples.  He has provided 
an ERM packet to a couple of the UNC Board of Governor members, and other universities are showing an 
interest in our program. 

The S&P Higher Education Outlook was included in the board materials, and Mr. Wiseman highlighted some of 
the information included in the handout, which included the importance of risk management. 

As requested by the audit committee, Mr. Wiseman provided an ERM “Five Year Anniversary” progress review.  
A number of items were presented such as ECU’s approach to ERM; the Road Map utilized to implement ERM; 
Milestones; ERM’s allies, partners, advocates, and resources; and ERM Successes.  The most notable 
takeaway from this five-year progress report is that ERM is very successful at ECU, and there has been a 
tremendous positive cultural change across the University related to ERM and we are now in our sustainability 
phase.  

Dr. Nick Benson and Dr. Ken DeVille provided the Health Sciences Compliance update 
Dr. Ken DeVille provided information to the committee on the audit instrument that the Office of Civil Rights 
(OCR) uses to review an entity’s compliance with the HIPAA privacy regulations. OCR plans to randomly audit 
350 covered entities from October 2014 to June 2015.  The Health Sciences Office of Institutional Integrity used 
this instrument to see how the University would fare if audited by OCR.  Except for three minor areas, the review 
determined that the University is in compliance with the HIPAA privacy regulations.  Dr. Deville stated this 
review would be conducted by his office every five years. 
 



Minutes from ECU BOT Audit Committee 
February 19, 2015 
Mendenhall Great Room #3 

 

Page 2 of 2 
 

Mr. Copeland asked that we invite ITCS to provide an  update at the next committee meeting on HIPAA security 
compliance and the risk of a data breach.     
 
Ms. Stacie Tronto provided the Internal Audit update.  
Ms. Tronto updated the committee on the key performance indicators that are tracked by Internal Audit to 
manage the activities of Internal Audit.  The goal is to complete 80% of the audit plan each year.  Currently, 36% 
of the plan has been completed, and 33% is in progress.  Ms. Tronto stated that it is expected by fiscal year-end 
that Internal Audit will meet this goal.  Regarding staff utilization, the goal is to spend at least 75% of available 
time on direct audit matters, and currently that percentage is at 67%.  Ms. Tronto stated there has been a high 
number of absences due to maternity leave, a death in the family, etc.  Ms. Tronto advised that management’s 
implementation of corrective actions so far this FY is 77% with the goal being 95%.  The outstanding items are 
related one grant program in Health Sciences, and management is actively engaged in addressing these items, 
and they should be resolved by year-end. 
 
Mr. Tronto informed the committee that the UNC BOG Audit Committee is currently pursuing the possibility of 
utilizing a third party vendor to manage hotline reporting for the universities.  More information will be 
forthcoming on this matter.   
 
Other Business – Mr. Copeland asked if anyone had other business for the committee.  No other business was 
brought forward by anyone in attendance. 
 
Closed Session – At 9:30AM, Ms. Mabe made a motion that the committee go into closed session in order to 
discuss items that are protected according to state statutes governing personnel information, criminal 
investigations, internal audit working papers, sensitive security information, and/or otherwise not considered a 
public record within the meaning of Chapter 132 of the North Carolina General Statutes. The motion was 
seconded by Mr. Yeargan and unanimously approved.      
 
The Committee returned to open session and continued work on the agenda at 10:05 AM.   
 
There being no further business, the Audit Committee meeting was adjourned at 10:05 AM. 
 
___________________________________________________ 
Respectfully submitted, 
Stacie Tronto 
ECU Office of Internal Audit and Management Advisory Services 
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Managing and Governing 
Information Security

A Report to the
Board of Trustees Audit Committee

April 23, 2015

1Jack McCoy, Chief Information Security Officer

Jack McCoy, EdD

Chief Information Security Officer



Discussion Topics

2Jack McCoy, Chief Information Security Officer

I. Information Security Defined

II. State of Affairs in the Industry

III. ECU Information Security Management

IV. ECU HIPAA Security Compliance

V. Final Thoughts



Information Security Defined 

• A business1 and governance function2 that protects 
information from unauthorized use and disclosure

– All forms: electronic, spoken, written, etc.

• A means to many ends: 

– IT service stability, data quality,

– business continuity, institutional innovation,

– compliance and privacy

3Jack McCoy, Chief Information Security Officer



The State of Affairs

• Number of data breaches continue to increase3

– 783 US data breaches in 2014, up 27% 

– exposed more than 81 million records

• Healthcare entities (42%) and businesses (33%) 
are now the primary targets3

• Organizations with tremendous resources (Sony, 
Target, Anthem) fall victim with alarming regularity

4Jack McCoy, Chief Information Security Officer



Why Is This so Difficult?

• Dependence on a dynamic technology landscape: 
social media, wireless, cloud, personal devices
– a huge, growing attack surface with countless 

opportunities for hackers to get at our data

• The challenge is exacerbated when organizations 
take an incomplete view of security

– overlook risks to the organization/stakeholders

5Jack McCoy, Chief Information Security Officer



An Common, But Flawed View

• A narrow focus on preventing computer incidents: “How can 
we ensure our computers will NOT be hacked?”

• Organizations are not likely to know when they are hacked.

– 71% of incidents are detected by another entity 4

– and not for 3 to 8 months on average 5

• Unfortunately, most data thefts occur weeks/months after 
the initial incident, can be prevented through detection

6Jack McCoy, Chief Information Security Officer



A Broader View of Information Risk

7Jack McCoy, Chief Information Security Officer

From Managing cyber risks in an interconnected world: http://www.pwc.com/gx/en/consulting-
services/information-security-survey/download.jhtml

Service Providers
22%

Partners/Suppliers
9%

Customers
7%

Employees
43%

Cyber Criminals
19%

Source of Incidents

Service Providers

Partners/Suppliers

Customers

Employees

Cyber Criminals



Managing Information Security

• Identify and prioritize risks for treatment 

– apply limited resources to areas of greatest need

• Provides stakeholder assurances that information 
security risks are managed effectively

• Establishes reasonable expectations

8Jack McCoy, Chief Information Security Officer



What Are We Doing at ECU?

Developing an Information Security Regulation* that defines:

• Employee responsibility for protecting information in their care

• Management responsibility for ensuring employees are aware 
of and have the resources to fulfill their responsibilities

• Management accountability for protecting the information and 
IT Systems in the care of their departments

9Jack McCoy, Chief Information Security Officer

* The Information Security Regulation is under initial legal review as part of the PRR (Policy, Rules and 
Regulation) development and approval process.



ECU Information Security Practices

• ECU Information Security Standards

– based on ISO 27002, internationally-recognized framework

• Employee Education and Awareness Program

– regular awareness content and reminders

• Annual Enterprise IT Risk Assessments 

– identifies significant threats to information and IT systems

10Jack McCoy, Chief Information Security Officer



ITCS Security Services

• Data Loss Prevention locates sensitive data in outgoing 
email (Cisco DLP), workstations / servers (Identity Finder) 

• Vulnerability management (Qualys) to keep IT systems 
updated with current security patches

• Network firewalls (Cisco) to detect and block network attacks

• Mobile Device Management (Airwatch) to protect data on 
personal devices

• Activity monitoring to detect security breaches quickly

11Jack McCoy, Chief Information Security Officer



HIPAA Security at ECU

• 20 ECU Health Care Components (Providers, 
Business Associates, Health Plans)

• 137 HIPAA Systems, 97 System Administrators

• CISO (Chief Information Security Officer) serves 
as the designated HIPAA Security Officer

• ITCS Information Security Office manages the 
HIPAA Security Compliance Program

12Jack McCoy, Chief Information Security Officer



2013 HIPAA Security System Audit

Internal Audit Recommendations:

• Define PHI* data owner and risk owner

• Allocate additional resources to provide optimal 
oversight of departmental HIPAA Systems

• Improve HIPAA System activity monitoring

• Establish Business Associate Agreements for all 
vendors handling PHI

13Jack McCoy, Chief Information Security Officer

*PHI - Protected Health Information



2014 HIPAA Security Program Review

CISO recommendations:

• Move compliance management responsibilities 
into the Division of Health Sciences

• Expand compliance activities to address all 
HIPAA Security Rule specifications

• Establish formal risk management processes to 
assess and manage the risks to all ePHI

14Jack McCoy, Chief Information Security Officer



HIPAA Program Improvement Plan

Establish a HIPAA Security Compliance team 
within Health Sciences:

• HIPAA Security Officer to expand and manage the HIPAA 
Security Compliance Program:

– policy/standards, employee training and support

– risk identification, prioritization and treatment

– compliance assessments, solutions, and reporting

• HIPAA Coordinators to assist ECU Health Care 
Components with fulfilling their compliance responsibilities

15Jack McCoy, Chief Information Security Officer



Final Thoughts

• Despite working continuously on preventative measures, an 
attacker will occasionally find a way in. It’s inevitable. 

• Information Security is about managing the risks to our 
information.

• Consequently, a broad view of risk is essential to our 
success in information security, compliance and privacy

• The biggest risks: 

– our employees

– increasingly limited resources

16Jack McCoy, Chief Information Security Officer
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Completion of Audit Plan:  Completed vs. Planned Audits

  Number Percent  of

Status of Audit Plan of Audits Total Plan

                   Completed 29 58%
                   In Process 16 32%

                   Pending 5 10%

Total 50 100%

Staff Utilization:  Direct vs. Indirect Hours
 

                Direct Hours 70%
                Indirect Hours 30%

Consultations

Number % of Audit Plan

Consultations 111 13%

Management's Corrective Actions

% %

Observations by Division: Completed Outstanding Complete Outstanding Pending

Academic Affairs 1 0 100% 0% 0

Administration and Finance 1 0 100% 0% 29

Athletics NA NA NA NA 9

Chancellor NA NA NA NA 14

Health Sciences 8 3 63% 37% 28

Research and Graduate Studies NA NA NA NA 0

Student Life 3 0 100% 0% 0

University Advancement NA NA NA NA 0

Total Observations 13 3 80

Total Percentages 81% 19% Goal = 90%

As of 03/31/15

Internal Audit Dashboard

Goal = 80%

Goal = 75%

Goal = 95%
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East Carolina University
Office of Internal Audit

Annual Engagement Plan
By Type

FY 2014-2015

Budget Budgeted %age Risk
Description Status Hours of Total Ranking

Operational Audits:
Human Resources WIP 300 2% High
Purchasing Port WIP 150 1% High
Pharmacy Services (Integrated) WIP 1000 6% High
Payroll/Kronos Implementation (Integrated) BF 1000 6% High
Construction Projects BF 800 5% High
Athletic Camps (New Model) CYP 400 2% High
Aramark Contract CYP 400 2% High
Parking and Transportation CYP 400 2% Med
Physical Therapy (Allied Health) CYP 400 2% Med

Total Operational Audit Hours 4850 29%
Compliance Audits:
NCAA Financial Aid CYP 400 2% High
Cash Counts CYP 200 1% Med

Total Compliance Audit Hours 600 4%
Information Technology Audits:
IT and Data Goverence CYP 400 2% High
2014 IT Disaster Recovery/Business Continuity Planning CYP 240 1% High
Review of Progress on PCI Gap Analysis CYP 140 1% High

Total Information Technology Audit Hours 780 5%
Special Reviews:
Special Reviews - Pending CYP 1660 10% NA
Special Reviews in Progress WIP 350 2% NA

Total Special Review Audit Hours 2010 12%
Follow-Up Reviews:
University Policy Manual (L08031) CYP 20 0% High
2nd Follow-Up HIPAA Security (A12035) CYP 80 0% High
2nd Follow-Up Clinical Trials (A12029) CYP 40 0% High
ITCS Firewall Controls (A14001) CYP 140 1% High
Airwatch and ISE Projects (A14045) CYP 40 0% High
Ryan White Grant (A13037) CYP 120 1% High
School of Dental Medicine CSLC CYP 200 1% High
University Sponsored Youth Programs (A13033) CYP 200 1% High
Athletics Operational (A13039) CYP 120 1% High
IGCC (L14008) CYP 40 0% High
BSOM Malpractice Insurance (L14027) CYP 20 0% High
ECU Physician Manual (A14016) CYP 20 0% Med
BSOM Hiring Decisions (L14012) CYP 20 0% Low
CSDI (L13038) CYP 40 0% Low

Total Follow-Up Review Audit Hours 1100 7%

Budget Status:
BF = Brought Forward From Previous Year's Plan
AYP = Added to Current Year Plan
CYP = Current Year Plan
CYP-B = Current Year Plan (Budgeted under Special Reviews - Pending)
WIP = Work-In-Progress
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East Carolina University
Office of Internal Audit

Annual Engagement Plan
By Type

FY 2014-2015

Budget Budgeted %age Risk
Description Status Hours of Total Ranking

Other/Special Projects:
Consultations CYP 2200 13% NA
Committees/Other Routine Tasks (ie. SBI Reports, Assist State Auditor) CYP 500 3% NA
Risk Assessment/Audit Planning 2015-2016 CYP 100 1% NA

Total Other/Special Project Hours 2800 17%
Total Direct Audit Hours 12140 72%

Administration CYP 1310 8% NA
Leave CYP 2728 16% NA
Professional Development CYP 662 4% NA

Total Indirect Audit Hours: 4700 28%
Grand Total Audit Hours 16840 100%

15640
Management Consults:
Diving and Water Safety

=Request to Defer to Next FY

Budget Status:
BF = Brought Forward From Previous Year's Plan
AYP = Added to Current Year Plan
CYP = Current Year Plan
CYP-B = Current Year Plan (Budgeted under Special Reviews - Pending)
WIP = Work-In-Progress
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